i BO CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH PONG NAI Doc ldp - Tw do - Hanh phiic
S69395/CAT-PAOS Doéng Nai, ngay 0% thang# niim 2025

V/v canh bdo ma ddc Valley RAT va ting
cudng dam bao an toan thong tin mang

Kinh guri:
- Céc s, ban, nganh cua tinh;
- UBND cac phuong, xa.

Qua cdng tac phdi hop gidm s4t dam bao an ninh, an toan thong tin mang
cho cac hé théng thong tin cia tinh, Céng an tinh dd ghi nhan chién dich tin
¢Ong mang c6 chu dich théng qua viéc phat tan cac tép tin doc hai gia mao van
ban hanh chinh ctia co quan nha nuéc'. Qua phan tich, phat hién cac tap tin nay
chira ma doc Valley RAT - mdt loai Remote Access Trojan (RAT) ¢ kha nang
chiém quyén diéu khién hé thdng, tai thém plugin doc hai va dénh cép dir licu.
Mi doc nay lién két v6i may chi diéu khién (C2) co dia chi 27.124.9.13. Khi
ngudi ding mé tép tin, hé thong s& bi chiém quyén diéu khién, dan dén nguy co
rd ri dit lidu, mét an ninh, an toan thong tin.

Dé chi dong phong ngira va han ché thiét hai do ma doc gy ra, Cong an
tinh BE’Sng Nai d& nghj céc co quan, don vi, dia phuong khén ruong trién Kkhai
cac ndi dung sau:

1. Tiép tuc trién khai cai d4t phin mém diét virus EDR theo Cong vin sb
59/SKHCN-CPS ngay 08/7/2025 cia S& Khoa hoc va Cong nghé ddi vai toan
bd may tinh Céc sd, ban, nganh; UBND céc phuong, x4 trén dia ban toan tinh
Dong Nai.

2. Xay dung phuong an tmg citu su ¢b an toan thong tin mang trén co sd
K¢ hoach s& 79/KH-UBND ngay 05/9/2025 ciia UBND tinh Ddng Nai va giri
két qua vé Cong an tinh (qua Phong An ninh mang va phong, chéng t6i pham st
dung cong nghé cao).

3. Khin truong xay dung hd so cip do an toan hé théng thong tin, trong
d6 cdc don vi cin nghién ctu k§ cdc vin ban huéng din nhu Nghi dinh
85/2016/CP ngay 01/7/2016 ctia Chinh pha va Théng tu s6 12/2022/TT-BTTTT

' DU THAO NGHI QUYET DAI HQLexe, BAO CAO TAI CHINH2.exe, CONG VAN HOA TOC CUA
CHINH PHU exe, HO TRQ KEE KHAI THUE.exe, BIEN BAN BAO CAO QUY Ill.exe




ngay 12/8/2022 cia B6 Thong tin va Truyén thong, dong thoi phéi hop Cong an
tinh (don vi chuyén trdch dam bdo an toan thong tin mang cua tinh DPoéng Nai)
true khi d& nghi thAm dinh va phé duyét cép do.

4. Khi xay ra su cb (bj nhim ma doc, mit an toan thong tin...) cin khan
truong co 1ap thiét bi, ngét két ndi Internet, ghi nhan lai hoat dong bat thuong va
bdo ngay cho cén by phu trdch an toan thong tin hozc BO phan thudng truc clia
Poi tng ciu su ¢ an toan thong tin mang tinh Dong Nai, dia chi: S 1374
dudng Pham Vian Thuan, phuong Tam Hiép, tinh Déng Nai: sb dién thoai:
02513.685.134; dia chi thu dién tr: ucsc@dongnai.gov.vn dé duoc hd tro, xut ly.

Cong an tinh Bf”)ng Nai dé nghi 1&nh dao cac co quan, don vi, dia phuong
quan tdm, chi dao thuc hién nghiém tic cdc ndi dung trén. Trong qua trinh trién
khai, néu c6 kho khan, vuéng méc, dé nghi lién hé Cong an tinh Pdng Nai (qua
dong chi Thiéu té Nguyén Chi Hiéu — Phé Déi tmo’ng, Phong an ninh mang va
phong, chéng toi pham sir dun /¢ﬁ71g nghé cao, sé dién thoai 0394 443 637 ) dé
duoc ph01 hop thuc hién./ /{

Noi nhan:

- Nhu trén;
- Luu: VT, PAOS.

Pai t4 Nguyén Phuong Ding



